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Principles that Guide Certification Criteria and

Standards

A Certification Criteria
| Assure providers that EHR can support Meaningful Use
I Key capabilities that can be tested objectively
| Minimal set -- supports innovation

A Standards

| Incrementally build the capacity (progressive)

I Recognize common methods for secure transport
I Push industry to adopt specific terminologies
I

" Require strong security functionality, but allow future
industry advances to satisfy requirements
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Meaningful Use Certification Criteria Standards
Objectives
Capability to ERx NCPDP SCRIPT
ERX -’ must be included 8.1/10.6 must be used
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Organization of the IFR

Initial set of standards are organized into four categories as
recommended by HIT Policy and Standards Committees:

A Content Exchange Standards (i.e., standards used to share clinical
information such as clinical summaries, prescriptions, and structured
electronic documents);

A Vocabulary Standards (i.e., standard nomenclature used to describe clinical
problems and procedures, medications, and allergies);

A Transport Standards (i.e., standards used to establish the communication
protocol between systems); and

A Privacy and Security Standards (e.g., authentication, access control,
transmission security T encryption) which relate to and span across all of the
other types of standards.



Patient summary data package

E-prescribing data package

Lab data reporting to public health
agencies package

Administrative data package
Public Health Surveillance and
Reporting

Immunization Reporting to registries

Quality Reporting

Interim Standards

HIT Standards Cmte
recommendations

Stage 1/2011

Content Exchange or Package

CCD, CDA template, or
HL7 2.5.1

NCPDP SCRIPT 8.1/10.6

HL72.5.1

X12 4010A1 and NCPDP 5.1 and CAQH
CORE

HL72.3.1.,,HL7 2.5.1

HL7 2.3.1, HL7 2.5.1

CMS CDA and respective template lib.
specifications

CCDor CCR

NCPDP SCRIPT 8.1/10.6

HL72.5.1

X12 4010A1 and NCPDP 5.1 and CAQH
CORE

HL7 2.3.1.,HL7 2.5.1

HL7 2.3.1, HL7 2.5.1

CMS PQRI

CurrentIFR
Stage 2/2013

Alternatives expected to be narrowed
based on HIT Stds Committee
recommendations

NCPDP SCRIPT 10.6

Potentially newer versions, based on
HIT Stds Cmte Recommendations

X125010 and NCPDP D.0 and CAQH
CORE

Potentially newer versions, based on
HIT Stds Cmte recommendations

Potentially newer versions, based on
HIT Stds Cmte recommendations

CMS CDA and respective template
library specifications



Problem List

Procedures

Vital Signs

Units of Measure

Medication Allergies

Medication Lists

Lab Orders and Results

Electronic Prescribing

Public Health Surveillance or Reporting

Immunizations

Interim Standards

HIT Standards Cmte
recommendations

Stage 1/2011

Vocabulary (codify content)

SNOMEDCT or ICD-9

CPT-4 or ICD-9

Local or proprietary codes or
candidate Stage 2 standard

Local or proprietary codes or
candidate Stage 2 standard

Local or proprietary codes or
candidate Stage 2 standard

Local or proprietary codes or
candidate Stage 2 standard

Local or proprietary codes or
candidate Stage 2 standard

Local or proprietary codes or
candidate Stage 2 standard

According to applicable public health
agency requirements

CVX

SNOMEDCT or ICD-9

CPT-4 or ICD-9

No specific standard specified

No specific standard specified

No specific standard specified

Any code set by an RxNorm drug data
source provider that is identified by
NLM as being a complete data set
integrated within RxNorm

Ability to accept LOINC codes

Any code set by an RxNorm drug data
source provider that is identified by
NLM as being a complete data set
integrated within RxNorm

According to applicable public health
agency requirements

CVX

CurrentIFR
Stage 2/2013

SNOMEDCT or ICD-10

CPT-4 or ICD-10

CDA template
UCUM
UNII

RxNorm

LOINC

RxNorm

GISPE or according to applicable public
health agency requirements

CVX



Transport

Encryption and Decryption of
Electronic Health Information at
Rest

Encryption and Decryption of
Electronic Health Information for
Exchange

Record and Examine Activity in
Information Systems that Contain
or Use Electronic Health
Information (audit log)

Interim Standards

HIT Standards Cmte
recommendations

Stage 1/2011

Transport, Security, and Privaeyl

REST or SOAP

FIPS 197 Advanced Encryption
Standard, (AES), Nov 2001*

IETF Transport Layer Security (TLS)
Protocol: RFC 2246, RFC 3546

e [HE ITI-TF Revision 4.0 or later,
Audit Trail and Node
Authentication (ATNA)
Integration Profile; and

e ASTME2147, Section 7

* Already published in HHS guidance regarding breach notification as a safe harbor (i.e., if you encrypt using this standard, anR

REST or SOAP

A symmetric 128 bit fixed-block cipher
algorithm capable of using a 128, 192, or
256 bit encryption key must be used (e.g.,
FIPS 197 Advanced Encryption Standard,
(AES), Nov 2001).

An encrypted and integrity protected link
must be implemented (e.g., TLS, IPv6, IPv4
with IPsec).

The date, time, patient identification (hame
or number), and user identification (name
or number) must be recorded when
electronic health information is created,
modified, deleted, or printed. An
indication of which action(s) occurred must
also be recorded (e.g., modification).
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Current IFR
Stage 2/2013

Future standards TBD by
HIT Stds Committee

Future standards TBD by
HIT Stds Committee

Future standards TBD by
HIT Stds Committee
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Corroborate that Electronic Health
Information Has Not Been Altered
or Destroyed in Transit

Authentication

Record Treatment, Payment, and
Health Care Operations Disclosures

Interim Standards

HIT Standards Cmte
recommendations

Stage 1/2011

Transport, Security, and Privacy (cont)

FIPS PUB 180-2 with change notice
toinclude SHA-224. 1 August, 2002.
SHA-2 Family (SHA-1 excluded)

e |HE ITI-TF Revision 5.0 or later,
Enterprise User Authentication
(EUA) Profile; and

e [|HEITI-TF Volume 2 Supplement
2007-2008 Cross Enterprise User
Assertion (XUA)

e |HE ITI-TF Revision 4.0 or later,
Audit Trail and Node
Authentication (ATNA)
Integration Profile; and

e ASTME2147, Section 8

A secure hashing algorithm must be used
to verify that electronic health information
has not been altered in transit. The secure
hash algorithm used must be SHA-1 or
higher (e.g., Federal Information Processing
Standards (FIPS) Publication (PUB) Secure
Hash Standard (SHS) FIPS PUB 180-3).

Use of a cross-enterprise secure
transaction that contains sufficient identity
information such that the receiver can
make access control decisions and produce
detailed and accurate security audit trails
(e.g., IHE Cross Enterprise User Assertion
(XUA) with SAML identity assertions).

The date, time, patient identification (name
or number), user identification (name or
number), and a description of the
disclosure must be recorded.

Current IFR
Stage 2/2013

Future standards TBD by
HIT Stds Committee

Future standards TBD by
HIT Stds Committee

Future standards TBD by
HIT Stds Committee



Building the Foundation for Certified EHR

Technology

Meaningful Use
“Certified EHR
{How the EHR Technology”
should be used)
A
In order to meet the
Certification definition of meaningful use a
Program certified EHR must be used
Certification
(Verifying whattheEHR [~~~ ~~~ -~~~ ~"~“~"~“"“""~“"~"~“\7[T°~"~"~“"~""“"~""“"“"“"“"™“"™“"™“"™“"™"™“"™"™"™"™"™"™""™"™"™7™°7
can do)
Certification
Criteria
Core
Technical & Functional Standards Functionality
Requirements
/\ A
// \\
Jemo., &
Statutory “Initial Set” g ::;Tesc t Definition of Clinical
Requirements goreguen Qualified EHR Health
Sate Info




Questions?




